
Frequently AskedQuestions: IlluminaProactive

Introduction

IlluminaProactive remotemonitoring serviceenables Illumina servicepersonnel to respond proactively to instrument issues andmake
remote instrument diagnoses. IlluminaProactivewas developed to support labs of all sizes andmaximize returnoncustomer
investment for their instrument.By monitoring critical instrument parameters,weallow our servicepersonnel to beaccurate and efficient
when identifying thecauseof instrument or run failures, and ensure that minimal time is spent on troubleshooting. IlluminaProactive
reduces the likelihood of losing valuable samplesmid-runby proactively identifying potential failures and dispatching field service
representatives to acustomer site to fix issues before they arise.

Remotediagnosis and proactivenotifications enableplannedmaintenanceat customer sites,whichprovides customers withcontrol
over their most precious asset, time.With thepeaceofmind that instruments are functioning according to specifications, customers
canhaveadded confidence that they have thebest product support experience.

This document covers someof the frequently asked questions (FAQs) about IlluminaProactive service.Also listed areadditional
resources ondata security, compliance,privacy, and other IT concerns. Formoredetails on the valueof IlluminaProactive,please visit
the IlluminaProactiveBrochure.1

1. What is Illumina Proactive?

IlluminaProactive is aproactive support service that involves remote instrument monitoring in real-time.

2. How does Illumina Proactive work?

Illumina instruments aredesignedwith thecapability to log performanceof components during a run.By enabling IlluminaProactive,
your instrument performancedataare sent to Illumina.This allows Illumina support personnel to makeaccuratediagnoses and
troubleshoot customer issues quickly. Furthermore, Illuminapersonnel canproactively identify issues with instrument components and
dispatcha field serviceengineer (FSE) to fix the issuebefore an instrument failure canoccur.

3. Why is Illumina Proactive useful to a customer?

IlluminaProactivehelps customers tomaximize systemuptimeand improveproductivity.

• Proactivemaintenance:By notifying youand our FSEs of any developing situation that is apotential causeof instrument failure, you
have theoption to takeactionbefore experiencing anunscheduled downtimeor losing asampleduring a run.

• Faster time to resolution:Should you run into an issueduring asequencing project, remotemonitoring and diagnosis is a fast path to
identifying the root causeof instrument failureor other quality issues.Our serviceengineers and technical support teams can identify the
problem,correct it, and dispatchon-site support with replacement parts for quick repair if necessary.

4. Do I need a BaseSpace™ Sequence Hub account to enable Illumina Proactive?

No. IlluminaProactive requires anetwork connection to Illumina.But BaseSpaceSequenceHub is an independent product that requires
a separate subscription.Since theseare two independent services, customers do not need aBaseSpace login.

5. Which instruments does Illumina Proactive currently support?

TheNovaSeq™6000,HiSeq™X,HiSeq 3000,HiSeq 4000,NextSeq™500,NextSeq 550,NextSeqDx,MiSeq™,MiSeqDx,and
iSeq™100 Systems arecurrently set up for remotemonitoring. Illumina is actively working onexpanding the remotemonitoring and
proactive support capabilities of theseplatforms.
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6. How do I turn on Illumina Proactive support?

IlluminaProactive canbeconfigured by theuser in the instrument control software.Theuser guide for each instrument includes details
onhow to enable, or disable, sending of instrument performancedata.

Formore informationonuniversal and instrument-specific network configurations, refer to the IlluminaProactiveTechnicalNote.2

If you require additional assistance,our technical support personnel canprovide remoteguidance,or scheduleon-site visits withour
FSEs or field applications scientists (FASs), to help youconnect your instrument to IlluminaProactive.

7. Will sending my instrument performance data to Illumina enable proactive detection of all types of failure risk?

No. Instrument performancemonitoring has successfully enabled proactivemaintenanceonnumerous cases to date.But asmoredata
becomeavailable, thecapabilities of this servicewill continue to expand and improveacross the Illuminaportfolio of sequencing
products.

8. What exactly is instrument performance data?

Instrument performancedata refers to any metric that cancharacterize theperformanceor operationof the instrument. There are three
categories of instrument performancedata:

• Runperformancedata (Q-scores, error rates, instrument operational logs)

• Instrument configurationdata (instrument serial number, software version)

• Runconfiguration (runparameters, reagent lot numbers, flow cell lot numbers,primary analysis set-up and configuration)
Formoredetails on instrument performancedata, refer to the IlluminaProactiveTechnicalNote.2

9. Who will have access to instrument performance data as part of Illumina Proactive?

Your serviceand support personnelwill haveaccess to this information.Thedatawill only beaccessed and used to triageacustomer
complaint or provideproactive support.

10. Can I see the data that Illumina receives?

Youhavepartial access to instrument performancedatawithinMyIllumina3—your free,personalized customer dashboard.Youcan
receive real-timeupdates on runprogress,get snapshots of instrument utilization, see instrument availability, and keep track of
maintenancehistory.

11. Will anyone be able to access my sample data?

No. IlluminaProactiveonly monitors theoperational data component for instrument performance.This includes software logs,
instrument configurations, and instrument component information.

12. Is my sequence data also sent to Illumina if I enable Illumina Proactive?

No.Sequencing rundataarenot accessible through this serviceand cannot besent.Various features distinguish theconnectivity
between instrument performancemonitoring and sequencedataanalysis (Table1).

Table 1: Connectivity options

Attribute Illumina Proactivemode Runmonitoring mode
BaseSpace Sequence Hub

Analysis mode

Connection type
One-time instrument

configuration
Per-run user connection Per-run user connection

Requires internet connection X X X

Includes instrument configuration and operational logs X X X

RequiresBaseSpace Sequence Hub login X X

Includes sequence data [BCL] files X

For Research Use Only. Not for use in diagnostic procedures. 970-2019-004-A |  2

https://support.illumina.com/content/dam/illumina-marketing/documents/products/technotes/illumina-proactive-technical-note-1000000052503.pdf
https://support.illumina.com/content/dam/illumina-marketing/documents/products/technotes/illumina-proactive-technical-note-1000000052503.pdf


13. What does Illumina do with the instrument performance data collected through remote monitoring?

Thedatawill beused to resolve instrument problems and scheduleproactive service visits so that customers benefit fromplanned
maintenanceprogramswith reduced instrument downtime.

14. What if I change my mind and don’t want to share any instrument data anymore?

Customers candisable IlluminaProactiveon their instruments at any time. If youarehaving problemswith this task, contact technical
support (techsupport@illumina.com) for helpwithdisabling this service.

15. I am concerned about data security. What are some of the security checks on the instrument?

Our instruments do not require inbound ports,which reduces access to theoperating system.Newer instruments, suchas the
NovaSeq 6000 System, include theenhancedmachineexperience toolkit (EMET) feature,byWindows,whichadds a layer of security
between theuser-selected antivirus softwareand the firewall. TheNovaSeq 6000 and iSeq 100 Systems also haveasoftware
restrictionpolicy (SRP) that prevents non-whitelisted applications frombeing executed on Illuminacomputers.

Formore informationondata security, refer to the IlluminaProactiveTechnicalNote.2

16. How secure is the data flow via the internet?

All communicationbetween the instrument and our cloud systems are throughapplicationprogram interfaces (APIs) that requireAPI
key signatures.All sensitive traffic across the internet is encrypted using an industry standard, transport layer security (TLS).

17. How secure is data that is stored in the cloud?

Data “at rest” is encrypted using Advanced EncryptionSystem (AES)–256.Our cloud infrastructure,built onAmazonWebServices
(AWS), has beenexternally audited by independent third-party companies for ISO 27001.Theseexternal audits indicate that our
informationsecurity management system (ISMS) ensures that sensitive collected data,or contained data, areprotected.

18. Is your cloud system HIPAA compliant?

Our systems riskmanagement programconforms to theHealth InsurancePortability and Accountability Act (HIPAA) security role and
theHealth InformationTechnology for EconomicandClinicalHealth (HITECH) breachnotification rule.

19. Should I be concerned about patient or sample information when using Illumina Proactive?

No.While our systems areattested to becompliant withbothHIPAA andHITECH, IlluminaProactive cannot access patient information,
sample identifiers, or genomicdata.

20. I include sample information or patient names in my sample sheets. Does Illumina Proactive have access to this information?

No. IlluminaProactivedoes not haveaccess to any free text columns inSampleSheets. Ingeneral, Illumina strongly recommends that
sample and patient informationbeomitted from thenameof theexperiment or any free text columns in the sample sheets.

21. My lab manager is concerned that Illumina might inadvertently access this data. Can you provide confirmation that you cannot
access this information?

Yes.Pleasecontact technical support.Wewould behappy to provideadditional confirmationonour data access policies.

22. We recently requested that certain data associated with our instrument be deleted. Can you provide confirmation that this data
was deleted ?

Yes.Pleasecontact technical support.Wecanprovideadditional confirmation that all datadeletion requests werehonored.
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23. My IT team has a lot of questions about Illumina Proactive. Do you have additional resources that I can share with them?

Yes.Pleasedirect your IT team to the IlluminaProactiveTechnicalNote.

If additional questions arise, Illuminaproduct specialist teams include IT professionals whowould behappy to answer specific questions
or concerns, and help your IT team to configure IlluminaProactive.

Pleasecontact technical support (techsupport@illumina.com) to schedule aconsultation.
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